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Agenda

ÁPatterns you find when auditing code

ÁExploiting these patterns:

Vulnerability Extrapolation

ÁUsing machine learning to get there

ÁA method to assist in manual code audits 

based on this idea

ÁThe method in practice

ÁA detailed showcase



Exploring a new code base

ÁLike an area of mathematics you donôt yet know.

ÁItôs not completely different from the 

mathematics you already know.

ÁBut there are secrets specific to this area:

ÁVocabulary

ÁReoccurring patterns in argumentation

ÁWeird tricks used in proofs

ÁUnderstanding the specifics of the area makes it 

a lot easier to reason about it.



Itõs also a lot like DOOM

ÁDropped into some 
code-base, no idea 
where you are

ÁOnly a handgun to 
begin with

ÁSecrets of this 
particular .WAD 
matter!
ÁWhere do I get 

weapons around 
here?

ÁEffective ways of 
killing these 
monsters?



òItõs all the sameó-attitude

ÁñLetôs not be too romantic about what we do:

ÁThings tend to break in the same way over 
and over again.ò

ÁThink of how you automatically stop scrolling 
whenever you see sprintf.

ÁOr those lists of ñdangerous functionsò used by 
old-school tools like RATS, ITS4 and flawfinder.

The method employs ñheuristicsò.



Or think of the success of fuzzers

ÁFuzzers use patterns 

in input that will get 

many targets very 

upset. Often very 

effective.

ÁWhy? Because 

things tend to break 

in the same way 

over and over again. ñTry giving it a lemon.ò



é or Taint Propagation

ÁExample: Monitor flow 
of integer from read to 
malloc, detect unsafe 
operations and monitor 
if integer is ever 
checked.

ÁAPI usage patterns, 
weôve seen blow up 
again and again.

Taint Sources

Taint Sinks

Operations



Overfished

ÁThese methods are 

too generic.

ÁThey find what 

people screw up in 

most applications.

ÁAnd thatôs also 

what most people 

have looked at in 

the application.



Specifics matter!

ÁFor software that people 

actually care about, you 

can be sure all the low-

hanging fruit is gone.

Áñgrepôing for memcpyò: not 

much of a strategy 

anymore.

ÁWhy? Because thatôs what 

the last 100 people did 

before you came along.

It is no longer optional to learn about the specifics of 

the code base!



Which is why manual

audits are so successful

ÁBecause auditors find 

the weak programming 

patterns used in this

application.

ÁFind the interfaces that 

are causing trouble in 

this application!

ÁFind the secrets in this 

.WAD!
(Seriously, there was a 

ghostbusters.WAD)



An example

Poppler (CVE -2009 -3607)

s ta t ic  ca iro _ su r fa ce _ t  *

c re a te _ su r fa ce _ fro m _ th u m b n a il_ d a ta  ( g u ch a r  * d a ta ,

                                   g in t     w id th ,

                                   g in t     h e ig h t ,

                                   g in t     ro w s tr id e )

{

  g u c h a r  * c a iro _ p ix e ls ;

  c a iro _ s u r fa c e _ t  * s u r fa c e ;

  s ta t ic  c a iro _ u s e r_ d a ta _ k e y _ t  k e y ;

  in t  j ;

  c a iro _ p ix e ls  =  ( g u c h a r  * ) g _ m a llo c  ( 4  *  w id th  *  h e ig h t ) ;

  s u r fa c e  =  c a iro _ im a g e _ s u r fa c e _ c re a te _ fo r_ d a ta  ( ( u n s ig n e d  c h a r  * )

c a iro _ p ix e ls ,

                                                C A IR O _ F O R M A T _ R G B 2 4 ,

                                                w id th ,  h e ig h t ,  4  *  w id th ) ;

  c a iro _ s u r fa c e _ s e t_ u s e r_ d a ta  ( s u r fa c e ,  & k e y ,  c a iro _ p ix e ls ,  

( c a iro _ d e s tro y _ fu n c _ t ) g _ fre e ) ;

  [ . . ]

  re tu rn  s u r fa c e ;

}



Do you see the bugs?

ÁThe integer overflow is obvious.

ÁThe missing check, not so much. You 

need to know the API to see this!

/* This function always returns a valid pointer, but it will return a

* pointer to a "nil" surface in the case of an error such as out of

* memory or an invalid stride value. In case of invalid stride value

* the error status of the returned surface will be

* %CAIRO_STATUS_INVALID_STRIDE.  You can use

* cairo_surface_status() to check for this.

*/



Evince Bug, silently fixed.

s ta t ic  c a iro _ s u r fa c e _ t  *

d jv u _ d o c u m e n t_ re n d e r  ( E v D o c u m e n t       * d o c u m e n t ,  

                     E v R e n d e rC o n te x t  * rc )

{

       [ . . ]

# ifd e f H A V E _ C A IR O _ F O R M A T _ S T R ID E _ F O R _ W ID T H

       ro w s tr id e  =  c a iro _ fo rm a t_ s tr id e _ fo r_ w id th  (C A IR O _ F O R M A T _ R G B 2 4 , 

p a g e _ w id th ) ;

# e ls e

       ro w s tr id e  =  p a g e _ w id th  *  4 ;

# e n d if

       p ix e ls  =  ( g c h a r  * )  g _ m a llo c  ( p a g e _ h e ig h t  *  ro w s tr id e ) ;

       s u r fa c e  =  c a iro _ im a g e _ s u r fa c e _ c re a te _ fo r_ d a ta  ( ( g u c h a r  * ) p ix e ls ,

                                                      C A IR O _ F O R M A T _ R G B 2 4 ,

                                                      p a g e _ w id th ,

                                                      p a g e _ h e ig h t ,

                                                      ro w s tr id e ) ;

       c a iro _ s u r fa c e _ s e t_ u s e r_ d a ta  ( s u r fa c e ,  & k e y ,

                                    p ix e ls ,  ( c a iro _ d e s tro y _ fu n c _ t ) g _ fre e ) ;

       [ . . ]

       re tu rn  s u r fa c e ;

} version 2.28.1



A simple case

ÁThis case is simple, because the API-

symbols, which lead to these two bugs 

were exactly the same.

ÁBut does that have to be the case?



Another Example: libTIFF

CVE -2006 -3459 | CVE -2010 -2067

s ta t ic  in t

T IF F F e tch S h o r tP a ir ( T IF F *  t if ,  T IF F D irE n try *  d ir )

{

        

        s w itc h  ( d ir -> td ir_ ty p e )  {

                c a s e  T IF F _ B Y T E :

                c a s e  T IF F _ S B Y T E :

                        {

                        u in t8  v [ 4 ] ;

                        re tu rn  T IF F F e tc h B y te A rra y ( t if ,  d ir ,  v )

                                & &  T IF F S e tF ie ld ( t if ,  d ir -> td ir_ ta g ,  v [ 0 ] ,  v [ 1 ] ) ;

                        }

                c a s e  T IF F _ S H O R T :

                c a s e  T IF F _ S S H O R T :

                        {

                        u in t1 6  v [ 2 ] ;

                        re tu rn  T IF F F e tc h S h o r tA r ra y ( t if ,  d ir ,  v )

                                & &  T IF F S e tF ie ld ( t if ,  d ir -> td ir_ ta g ,  v [ 0 ] ,  v [ 1 ] ) ;

                        }

                d e fa u lt :

                        re tu rn  0 ;

        }

}



Another Example: libTIFF

CVE -2006 -3459 | CVE -2010 -2067

s ta t ic  in t

T IF F F e tch S h o r tP a ir ( T IF F *  t if ,  T IF F D irE n try *  d ir )

{

        

        s w itc h  ( d ir -> td ir_ ty p e )  {

                c a s e  T IF F _ B Y T E :

                c a s e  T IF F _ S B Y T E :

                        {

                        u in t8  v [ 4 ] ;

                        re tu rn  T IF F F e tc h B y te A rra y ( t if ,  d ir ,  v )

                                & &  T IF F S e tF ie ld ( t if ,  d ir -> td ir_ ta g ,  v [ 0 ] ,  v [ 1 ] ) ;

                        }

                c a s e  T IF F _ S H O R T :

                c a s e  T IF F _ S S H O R T :

                        {

                        u in t1 6  v [ 2 ] ;

                        re tu rn  T IF F F e tc h S h o r tA r ra y ( t if ,  d ir ,  v )

                                & &  T IF F S e tF ie ld ( t if ,  d ir -> td ir_ ta g ,  v [ 0 ] ,  v [ 1 ] ) ;

                        }

                d e fa u lt :

                        re tu rn  0 ;

        }

}

s ta t ic  in t

T IF F F e tc h S u b je c tD is ta n c e ( T IF F *  t if ,  T IF F D irE n try *  d ir )

{

        u in t3 2  l [ 2 ] ;

        f lo a t  v ;

        in t  o k  =  0 ;

    

        i f  ( T IF F F e tc h D a ta ( t if ,  d ir ,  ( c h a r  * ) l )

            & &  c v tR a t io n a l ( t if ,  d ir ,  l [ 0 ] ,  l [ 1 ] ,  & v ) )  {

                / *

                 *  X X X : N u m e ra to r  0 x F F F F F F F F  m e a n s  th a t  w e  h a ve  in f in it e

                 *  d is ta n ce . I n d ica te  th a t  w ith  a  n e g a t ive  f lo a t in g  p o in t

                 *  S u b je c tD is ta n ce  va lu e .

                 * /

                o k  =  T IF F S e tF ie ld ( t if ,  d ir -> td ir_ ta g ,

                                  ( l [ 0 ]  !=  0 x F F F F F F F F)  ?  v  :  - v ) ;

        }

        r e tu rn  o k ;

}



LibTIFF: Bug Analysis

ÁTIFFFetchShortArray is actually a wrapper 
around TIFFFetchData.

ÁThe two are pretty much synonyms.

ÁThese functions are part of an API local to 
libTIFF.

ÁBadly designed API: the amount of data to be 
copied into the buffer is passed in one of the 
fields of the dir-structure and not explicitly!

ÁDevelopers missed this in both cases and itôs 
hard to blame them.



The times of ñgrep ómemcpyô ./*.cò may be 

over. But that does not mean patterns of 

API use that lead to vulnerabilities no 

longer exist!



Vulnerability Extrapolation

ÁGiven a function known to be vulnerable, 
determine functions similar to this one in 
terms of application-specific API usage 
patterns.
ÁWhy? Because these are most likely to contain 

another incarnation of this bug.

ÁWhy? Because developers tend to make the same 
mistakes over and over and over again.

ÁEspecially if motivated by a bad API.

ÁVulnerability Extrapolation exploits the 
information leak you get every time a 
vulnerability is disclosed!



What needs to be done

ÁWe need to be able to determine how 

ñsimilarò functions are in terms of these 

programming patterns.

ÁWe need to find a way to extract these 

programming patterns from a code-base in 

the first place.

ÁHow do we do that?


